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“The architecture needed to provide intelligence for homeland defense has not yet emerged.”




— Lt. Col. Kenneth A. Luikart, U.S. Air Force [Luikart 2002]
Introduction

The N/X Workshop Syndicate 4 provided an opportunity to continue the work on information visualization for counter-terror intelligence that was begun in Syndicate 4 of the Massive Military Data Fusion and Visualization Workshop held at Halden, Norway, in September of 2002.  For the purposes of this report, these Syndicates 4 will be referred to as the N/X Syndicate and the Halden Syndicate, respectively.  The participants of the N/X Syndicate were Georges Grinstein, Zachary Jacobson, “Kesh” Kesavadas, Vincent Taylor, David Zeltzer, and . . . .  
The Halden Syndicate chose to address the broad area  of information visualization  as it applies to the domain of counter-terror intelligence.  A visualization reference model  was first specified so that the Halden Syndicate members would be in agreement on the visualization processes under consideration.  Figure 1 shows this visualization reference model.  The Halden Syndicate went on to characterize the kinds of information that would most likely comprise the input data for counter-terror intelligence visualization.  The Halden Syndicate next tried to characterize the analysis engines that would operate on this data, represented by the “process” component of the visualization model.  

As considered by the Halden Syndicate,  the domain for counter-terror intelligence gathering consists of a large number of potential data sources, including 

· communications — such as email, phone, FAX, radio, video, and the like; 

· open sources — such as newspapers, WWW, newsgroups, TV, etc.;

· commercial transactions; and

· behaviors  of people and organizations.

Some of these may already be source material for conventional, ongoing C4ISR data gathering, especially in the indications and warning  (I&W) intelligence arena.  Indeed,  much of the intelligence analysis we discuss here can be considered to be an I&W activity intended to recognize emerging terrorist threats.  A great deal has been written regarding the need for new I&W capabilities to fight the war on terror  (cf. [Luikart 2002; Costa, Carroll et al. 2003]).  We only wish to note here that in any counter-terror I&W system, the data sources enumerated and discussed in the Halden Syndicate report would of course be supplemented by all other conventionally available intelligence sources, including, but not limited to, aerial imagery, overhead imagery, signals intelligence and electronic intelligence.

The ultimate goal of both the Halden and N/X Syndicates  is to understand — for the counter-terror intelligence domain — the information visualization challenges, the available technology solutions, and areas where research is required. 

When considering such visualization issues, however, it is necessary to identify the user community and its information environment. This was the focus of the N/X Syndicate.  In broad terms,  an attempt was made to sketch out the information architecture of the counter-terror intelligence domain, to consider the visualization modalities that would be applied at various nodes in the counter-terror intelligence information architecture, and to  suggest an overall schema for the fusion  of counter-terror intelligence.

Information Visualization Architecture for Counter-Terror Intelligence

Model-Building: Predictive and Forensic
Visualization is generally employed as a tool for transforming data into information, in particular, for model-building; information visualization for counter-terror intelligence is no exception.  A scientist, for example, studies experimental data for trends and features that affect or give rise to an hypothesis. Similarly, an intelligence analyst or decision maker will pore over incoming data to detect and classify  evidence of an evolving threat.  That is, the analyst is trying to build a model that will predict a terror attack before it occurs, and this is the I&W activity discussed above.

Perfect knowledge of future events, however, is unfortunately impossible to achieve.  Forensic model-building describes the process that takes place once an attack has occurred. In this case, based on available evidence as well as intelligence data, an investigator will try to build a model that can explain the attack that has taken place, in order to identify the attackers and their operations so that justice can be meted out, and so that further attacks can be prevented.
Exploratory,  Confirmatory  and Production Visualization

Visualization is an important tool for both predictive and forensic model-building. Grinstein and colleagues have described three kinds of interaction styles that visualization tools must support, and which contribute to this process of model-building [Grinstein and Ward 1996].  Indeed, these three visualization interaction styles — exploratory, confirmatory and production — can be thought of in context with the strength  of the models to which they apply. Exploratory  visualization in used in the early stages of I&W or a forensic investigation, in which an analyst is presented with large volumes of data, yet has little or no idea of the model — if any — that is implicit in the data.  In confirmatory  visualization, the analyst has already constructed or been presented with an evolving model of the event to be predicted, or that has occurred, and is trying to fit the data to that model, in an attempt to revise, confirm, or deny it.  Finally,  production  visualization is used to communicate a model to another.  Suppose for example,  that in the process of exploratory visualization, an analyst has determined that there is sufficient evidence to warrant that more resources be devoted to an I&W or forensic case.  That is, the analyst believes that the data is exhibiting something  unusual that is worth a closer look.  The analyst would then use production  visualization to construct a persuasive briefing in order to convince management to task additional assets to the case in question.

As we consider the visualization architecture in this report, it is important to keep in mind two observations.  First, the exploratory, confirmatory and production visualization interaction styles are each aimed at different stages of the modeling process, and each modeling stage involves very different ways of navigating, perusing, manipulating and displaying the data.  Therefore, each of these visualization tasks will require different suites of visualization tools.  Second,  all three visualization styles are intermingled and distributed throughout the IT architecture we describe here.  Both of these points will be important in succeeding phases of this work.  Now that the data domain has been circumscribed, and the information architecture is relatively well-understood, it will be possible in subsequent Syndicates to begin to detail the visualization technologies and challenges that apply to  information visualization for counter-terror intelligence.

[image: image1.wmf]
Figure 1. A schematic view of the computational processes involved in the presentation of data to be visualized.  The Halden Syndicate focused on characterizing the input data, the functionalities contained in the “Process” and “Presentation” modules, and identifying and rating the maturity of the technologies that address those functionalities.  The N/X Syndicate focused on understanding the users of this visualization model, and their information environment.

Net-Centric Intelligence Environment

We assume that the intelligence gathering and analysis we discuss here will be situated within a net-centric environment [Alberts, Garstka et al. 1999].  While the infostructure — the “integrated network of communications and computational capabilities” — needed to support this vision remains largely notional,  it is clear that visualization technologies can provide an intelligent window on the glut of incoming data from varied and inter-connected C4ISR sources, pulling off the network just those data that are needed for the modeling task being worked, and pushing back onto the network those queries and reports that need to be shared with others in the missionspace. 

While it is not the purpose of this report to propose a net-centric infostructure,  we will refer to some ideas of such an architecture suggested by RADM N. Saunders, U.S. Coast Guard (Ret.), to provide a basis for the visualization issues we present [Saunders 2003].  The information sharing network architecture proposed by RADM Saunders is intended to support maritime domain awareness  (MDA) for  homeland defense.  The U.S. Coast Guard and other agencies of the U.S. Government need to monitor who is on the high seas and in U.S coastal waters, what they are carrying, and where they are going.  As noted in the Halden Syndicate report, anomalous behaviors that are detected would then trigger further action. 

The MDA infostructure  discussed by RADM Saunders would actually be a component of a more comprehensive counter-terror intelligence infostructure, that would presumably link operational civilian and military platforms and sensor systems,  as well as  various layers of the national government, national intelligence and military organizations, and civilian law enforcement agencies.  

A fragment of this bi-directional infostructure is given in Figure 2, which shows a portion of the infostructure that links local fusion centers and a regional network engine  with nodes in the field — the  Operational Support Elements (OSEs). OSEs gather and analyze intelligence data.  OSEs may broadcast data from organic sensor assets onto the net, as well as receive data from other sensors and OSEs on the net. In addition, OSEs in the course of data analysis may issue queries to the network and receive replies from other nodes. The fusion centers and regional engines  cooperate to format queries, manage security issues, assemble and forward replies.  In addition to data analysis, OSEs issue replies to queries sent to them by distributed engines. Finally, each OSE would communicate intel reports to its associated regional reporting center, which in turn would report as needed to the appropriate headquarters.  Fusion centers  and engines  would be involved in this reporting process as well.  Reports or report fragments may in turn be re-broadcast on the web by these higher-level nodes as needed.

Concept of Operations

In this notional view, OSEs  would be organized to specialize on particular kinds of intelligence data sources, as outlined in the Halden Syndicate report.  An OSE might manage and maintain its own organic sensor assets, or be tasked with monitoring data generated by some remote sensor or 
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Figure 2.  Fragment of a net-centric information architecture, adapted from [Saunders 2003]. Information flow in this architecture is bi-directional.  Operational Support Elements (OSEs) gather and analyze intelligence data, broadcast sensor data, issue and receive queries, replies and reports.

network of sensors or other data sources.  In any case, the counter-terror intelligence infostructure consists of some very large number of OSEs that are in immediate contact with the sensing capabilities of the network.  

The objective of any OSE would be to recognize actionable features of its input data stream. In collaboration with autonomous or semi-autonomous processes, OSE watchstanders would perform exploratory and confirmatory visualization in the course of data analysis, and employ production visualization when reporting to higher layers of the respective organization. The network must be bi-directional, because data analysis might prompt an OSE to format a query and push it onto the network.  Similarly, a regional network engine might field a query from some remote OSE and broadcast it onto the network, or push it to a particular OSE or a set of OSEs associated with some target intel domain, say textual analysis or financial transactions.

The pandemonium model suggested some years ago [Selfridge 1959] and subsequently adapted by others (cf. [Jackson 1987]) provides an interesting mechanism for organizing the feature recognition behaviors of the myriad networked OSEs.  Roughly speaking, when an OSE or set of OSEs recognizes some suspicious feature or features of the intel data they are monitoring, they report this through the receptive fusion center or centers. Regional network engines monitor these reporting streams, and when the volume of feature reports exceeds some dynamic threshold, the engines begin to report.  As this reporting activity increases, the attention of the network will naturally focus on the area or areas of increasing stimulus.










Summary
The N/X Syndicate has sketched out the information architecture of the counter-terror intelligence domain, and pointed out the visualization interaction styles that would be applied at various nodes in the counter-terror intelligence information architecture. Finally, we have suggested an overall schema for the fusion  of counter-terror intelligence.
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